NudopmanmonHas namsTka
1U1s1 OOyYaroIuXcsl AJisl pa3MelleHns Ha 0pUIIMaTbHBIX
HNuTepHer-pecypeax

C KaXXIbIM I'OJOM MOJOACKHU B HHTCPHCTC CTAHOBHUTLCA 60.]'[])]_]_16, 4 IIKOJBbHHUKHM OJHH M3
CaMbIX aKTHUBHBIX I0JIb30BaTelICH PYHCTa. MC)KI[y TEM, IIOMHMO OI'POMHOI'0 KOJHUYCCTBA
BOSMO)KHOCTCﬁ, HHTCPHET HCECET U HpO6HCMbI. DTa mamsTKa JOJIZKHAa IIOMOYb Tebe
0e30macHo HaxXOJUTLCA B CCTH.

KomnerorepHsie BUPYChI

KomnbloTepHblii BUPYC - 3TO Pa3HOBUIHOCTb KOMITBIOTEPHBIX MPOrpPaMM, OTIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOM SBJIIETCS CIIOCOOHOCTh K Pa3MHOKEHHIO. B nomnosnHeHune k 3ToMmy,
BUPYChl MOTYT TMOBPEAUTh WM TOJHOCTBIO YHUYTOXKHUTb BCE€ (ailibl M JIaHHBIE,
NOJIKOHTPOJIbHBIE I[0JIB30BATEN0, OT MMEHHM KOTOpOro Oblaa 3amyllieHa 3apakEHHas
mporpaMMa, a TakykKe TOBPEIUTh WU JIaKe YHUUTOXKHUTH OTIEPAMOHHYIO CUCTEMY CO BCEMH
¢aitnamu B 1ienoM. B OonpIIMHCTBE CllyyaeB pacpOCTPaHSIOTCS BUPYChI Yepe3 UHTEPHET.

MCTO,Z[BI 3alIUTBI OT BpECAOHOCHBIX IIPOrpaMMm:

1. Mcnonb3yil cOBpeMEHHBIE OIEpallMOHHBIE CHCTEMbI, MMEIOIINE CEpbE3HBIM YpPOBEHb
3alUThl OT BPEAOHOCHBIX MPOTrPamm;

2. llocrosstHHO ycraHaBnuBai mnauTd (UKM(POBBIE 3AIUIATKH, KOTOpPbIE ABTOMATHYECKU
YCTAHABIIMBAIOTCS C LEJIbI0 JOpAaOOTKM MpPOTrpaMMbl) M Jpyrue OOHOBJIEHHS CBOEMH
onepanuoHHON cuctembl. CkaunMBail UX TOJIBKO ¢ oduLuaibHOro caita pazpadorunka OC.
Ecnu cymiecTByeT pexuM aBTOMaTHYECKOr0 OOHOBIIEHUS, BKIIIOUH €T0;

3. PaGoTaii Ha cBOEM KOMIIBIOTCPC MMOA IMPpaBaMM I10JIb30BATCIIsI, @ HC aIMUHUCTpATOpPA. 210
HC IIO3BOJIUT 60J'IBI_HI/IHCTBy BpPCIOHOCHBIX TIpOrpaMM HHCTAJUIMPOBATHCSI HaAa TBOCM
MEPCOHATIBHOM KOMIIBIOTCPE,

4. Ucnonb3ylh aHTUBUPYCHBIE MPOrPAMMHBIE IMPOIYKThl W3BECTHBIX IPOU3BOJIUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb puU3nUECKUil TOCTYH K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Wcnonb3yil BHEIIHUWE HOCUTENH MH(OpManuu, Takue Kak (iemka, AUCK Wian (ain u3
UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBail KOMIbIOTEpHbIE (PaliIbl, MOTYYEHHBIE U3 HEHAIEKHBIX MCTOYHHUKOB. Jlaxke
Te (aiiIpl, KOTOpbIE MpHUCIa TBOW 3HAKOMBIN. JlydIle yTouHM y HEro, OTHPaBJIsI JIU OH Tebe
UX.

Cetu WI-FI

Wi-Fi - 310 He BHJ niepeiaun TaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH, Mapka. Emie B
1991 rony Huaepnanackas kommnaHus 3apeructpupoBana opera "WECA", uto o603Hauaio
cnoBocouetanue "Wireless Fidelity", koTopsiii mepeBouTCs Kak "OecrpoBoIHAS TOYHOCTH' .



Jlo Hamiero BpeMeHM Jomuia Jpyras aOOpeBuaTypa, KOTopas SBJSETCS TaKOil ke
TexHosjorueir. Ito abopeuarypa "Wi-Fi". Takoe Ha3BaHMe OBUIO JaHO C HAMEKOM Ha
CTaHJapT BhICHIMIA 3ByKOBOM TexHuku Hi-Fi, uTo B mepeBoie 03Ha4yaeT "BbICOKast TOUHOCTS".

Jla, OecrulaTHBIH HMHTEPHET-IOCTYN B Kade, OTeNIX W a’dponopTax SBISCTCS OTIMYHOU
BO3MOJKHOCTBIO BbIX0JIa B MHTepHET. HO MHOTrHME SKCIEpThl CYMTAIOT, YTO OOILIEAOCTYITHBIC
Wi-Fi cetu He ABISIOTCS OE30MACHBIMH.

CoBeTblI 110 O€30macHOCTH paboTe B 00IIeA0CTyHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoto muHyro nHpopmanmio yepes3 obmenocrynasie Wi-Fi cetu. Paboras
B HUX, JK€JIATEIbHO HE BBOAUTH MAPOIIHU JIOCTYTIA, JTIOTHHBI U KaKHe-TO HOMEpa,

2. Ucnonp3yii n OOHOBISI aHTUBHPYCHBIE MPOrpaMMbl M OpaHamayep. Tem cambIM ThI
obe3omacuIib cedsl OT 3aKaYKH BUPYCa Ha TBOE YCTPONCTBO;

3. Ilpu wucnoms3oBanmu Wi-Fi ortkmoun ¢yskmuio "OOmmii moctyn Kk dainam u
npuaTepam". J[anHas QyHKIHS 3aKphITa M0 YMOIYAHUIO, OJJHAKO HEKOTOPHIE MOIh30BATENN
AKTHUBUPYIOT €€ JIJIs1 y100CTBA UCITOIB30BaHMS B paboTe Wi yueoe;

4. He ucnons3yit myOnmunsiii WI-FI st mepenayun TUYHBIX JaHHBIX, HAPUMED 7S BEIXOAA
B COLIMAJIBHBIE CETU WJIN B DJIEKTPOHHYIO MOYTY;

5. Umonp3yit Tonpko 3amnuiieHHoe coeaunenue yepe3 HTTPS, a e HTTP, 1.e. mpu Habope
BeO-aapeca BBoAM uMeHHO "https://";

6. B moOunbHOM Tenedone otkimoun Gynkuuio "lTlogkmouenne k Wi-Fi aBTomatnueckn".
He nomyckaili aBTOMaTHUeCKOro MOJKIIOYEHHUs ycTpoiictBa k ceTsiM Wi-Fi 6e3 TBoero
coryacusl.

ColuaibHbIE CETH

ConuanbHble CETH aKTUBHO BXOJST B Hally >KU3Hb, MHOTHE JIIOJAM paOOTAIOT U KUBYT TaM
nocTosiHHO, a B Facebook y»xe 3apeructpupoBan MUJUIHAP] YEJOBEK, YTO SBISETCS OIHOU
ceIbMOM BCeX JKUTENEH IiiaHeTbl. MHOTHE MOJIb30BaTENN HE MOHUMAIOT, YTO MH(pOpMaLus,
pa3MelieHHas: UMUA B COLMAJBHBIX CETAX, MOXKET OBITh HaiiecHa M HWCIIOJh30BaHA KEM
YTOAHO, B TOM YHCJIE HE 0053aTeIbHO ¢ OJJarMMHi HAMEPEHUSIMHU.

OCHOBHBIE COBETHI IO 0E€30ITACHOCTHU B COLIMATIBHBIX CETAX:

1. Orpannyb cnucok Apy3el. Y Te0s B Apy3bsAX HE JOJKHO ObITh CITyYailHBIX M HE3HAKOMBIX
JIIOAEH;

2. 3ammumiail cBOO 4acTHYIO ku3Hb. He ykasbiBail maposu, TenedoHsl, ajpeca, 1aTy TBOETO
POKIEHUS U APYTYIO JIMYHYIO MH(OPMALIKIO. 3T0YMBIIIJICHHUKHA MOTYT MCIIOJIb30BaTh Jaxe
UH(OPMALIMIO O TOM, KaK Thl U TBOM POJAMTENH IIAHUPYETE IPOBECTU KaHUKYJIBL;

3. 3amumiail CBOIO penyTaIuio - ACP>KU €€ B YUCTOTE U 3ajJlaBail ceOe BOMPOC: XOTeEN OBl ThI,
yTOOBI JAPYTHE MOJB30BATEIIM BUJICIH, YTO ThI 3arpyxaemis? [logymaii, mpexae 4em 4To-To
onyOJMKOBaTh, HAMMKCATh U 3aTPY3UTh;



4. Eciin ThI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HAEIllb, HE MCIOJb3Yil CBOE PEAIBHOE UMS U
JPYTYIO JTNYHYI0 HHPOPMALIUU: UMsI, MECTO JKUTEJIbCTBA, MECTO yueObl U MPOYee;

5. U36eraii pazmemienus ¢ororpaduii B MaTEpHETE, T/Ie THI N300paKEH HA MECTHOCTH, IO
KOTOPOI MOKHO OIPEIEIIUTh TBOE MECTOIIOJIOKEHNUE;

6. Ilpu perucrtpanuu B COIMAIBHON CETH HEOOXOAWMO HCIOJNBH30BATh CIOXKHBIC MApPOJIH,
cocTosmue u3 OykB U Udp U C KOJTMYIECTBOM 3HAKOB HE MEHee §;

7. s conMalIbHOW CETH, TOYTHI M JIPYTHX CAWTOB HEOOXOAMMO HCIIOJIB30BaTh pPa3HBIC
naponu. Torma ecnu TeOs B3JIOMAIOT, TO 3JOYMBIIICHHUKHA TOJNYyYaT JOCTYH TOJBKO K
OJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE J€HbI U

DONEKTPOHHBIE JEHBIH - 3TO OYEHb YAOOHBIA CIOCOO TUTaTeXEH, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE€ XOTST MOJIYUYUTh 3TU JEHBIH.

BHGKTpOHHLIe JCHBI'M ITOABHUJIMCH COBCEM HCAABHO WM HMMCHHO H3-3a 3TOI'O BO MHOI'HX
TrocyaapCTBax 10 CHUX ITOP HE IIPOIMUCAHO IMPO HUX B 3aKOHAX.

B Poccun sxe oHu (yHKIMOHUPYIOT U O HUX YK€ IPONUCAHO B 3aKOHE, I€ UX Pa3AeisioT Ha
HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE - 3TO TE,
B KOTOPBIX pa3pemaeTcsi MPOBOAWTH ONepanuud 0e3 WACHTH(PHUKAIMU TOJIH30BATENs, a B
HEAaHOHMMHBIX UJCHTU(UKALINY TTOJIB30BATENIS SBISETCS 0053aTeIHHOM.

Takxke creayeT pa3auyarh 3JIEKTPOHHbIE (UATHBIE JEHbIM (paBHBI TOCYIApPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE He()UaTHBIE IEHBI'M (HE paBHbBI TOCYIAPCTBEHHBIM BaJIIOTaM).

OcHoBHbIE COBETHI 110 O€30nacHON paboTe € ANEKTPOHHBIMU JEHbIAMHU:

1. TlpuBsku K cueTy MOOMIBbHBIA TeneoH. DTO camblii yAOOHBIM M OBICTPBIA crOco0
BOCCTAaHOBUTH JOCTYN K cueTy. lIpuBsi3aHHBIM TenepoH MOMOXKET, eciau 3a0yAellb CBOU
IUTATEXKHBINA MAapoJIb WK 3alIelIb Ha CAallT C HE3HAKOMOI'O yCTPOMCTBA;

2. HCHOJ’IB3YI71 OIHOPA30BLIC ITAPOJIH. ITocne nepexoJa Ha YCUJIICHHYIO aBTOPHU3alHUIO TeOe
YKE HC 6y,Z[eT YIpOXKaTb OIIACHOCTD KPAXKH WJIN IIEPCXBATaA IIJIATCIKHOT'O ITApPOJIA;

3. BeiGepu cioxubiil mapois. [IpectynHukam OyaeT He MPOCTO yraiaTh CIOKHBIA Mapoib.
HagnexxHble maponu - 3TO mapoJid, KOTOPbIE COIAEPKAaT HE MEHee 8 3HAKOB U BKJIKOYAIOT B
ce0sl CTpOUYHBIE U MPOIUCHBIE OYKBbI, HU(PBI U HECKOJBKO CHMBOJIOB, TaKh€ KaK 3HaK
nosiapa, GyHTa, BOCKIUIATENbHbIN 3HaK U T.11. Hanmpuwmep, $tROng!;;

4. He BBOIM CBOM JIMYHBIC TaHHBIC HA CaliTaX, KOTOPHIM HE JJOBEPSCIIIb.
DJIEeKTpOHHAs MoYTa
DNEeKTpOHHAS TOYTa - TO TEXHOJOTHS W MPEIOCTABIISIEMBIE €0 YCIYTH IO TEPEChUIKEe H

MOJIYYEHUIO AJIEKTPOHHBIX COOOIEHUM, KOTOPBIE PACIPEACIISIIOTC B KOMIIBIOTEPHOU CETH.
OOBIYHO ~ DJICKTPOHHBIM  TMOYTOBBIM  SIMIMK ~ BBITJIAAUT  CICAYIOIIUM  00pazoM;



UMS_TI0JIb30BATENA(@UMSL_JIOMEHa. Takke Kpome Iepefayd MpOCTOro TEKCTa, HMMEEeTCs
BO3MOYKHOCTb IepeiaBaTh (ailibl.

OCHOBHBIE COBETHI 1O O€30IMacCHON PaboTe C AIMEKTPOHHOU MTOYTOM:
1. Hamo BBIOpaTh MpaBHIIBHBIN MOYTOBBIA CEpBHC. B HHTEpHETE €CTh OrpOMHBIA BHIOOD
OecIIaTHBIX TTOYTOBBIX CEPBUCOB, OJTHAKO JIYUIII€ JOBEPITHh TEM, KOTO 3HACIIb U KTO NEPBBIN

B PEUTHHTIE;

2. He yxkaspiBaii B NWYHOW modYTe JW4YHYIO WH(popmanutoo. Hampumep, iydimie BbIOpaTh
"My3bIKanbHBIN _(paHaT@" nam "pok2013" Bmecto "temal3";

3. Ucnonp3yii AByX3TaHYI0 aBTOPHU3ALUI0. JTO KOT1a IOMUMO NapoJis HY’KHO BBOAUTH KO/,
npucelUiaeMblii o SMS;

4. BeiOepu cioxHBIH Tapoib. I KaXaoro IMOYTOBOTO SIIMKA JOJDKEH OBITh CBOM
HAJIC)KHBIA, YCTOMYUBBIN K B3JIOMY apoJib;

5. Eciu ecTtp BO3MOXHOCTh HAamucaTb CaMOMY CBOM JIMYHBIM BOIPOC, HUCIOJB3YH 3Ty
BO3MOYKHOCTbD;

6. HMcrnonb3yili HECKOJBKO IOYTOBBIX SIIMKOB. [IepBbId [JI1 4YAaCTHOM NEPENUCKUA C
aZpecaTaMu, KOTOPBIM Thl I0BEpsi€lllb. JTO 3JIEKTPOHHBIN apec He HaJ0 UCIOJIb30BaTh IPU

peructpanuu Ha popymax u cairax;

7. He oTkpsbIBail (ailsibl 1 Ipyrue BIOXKEHUS B MHUCbMax J1ake €ClId OHM MPUIILIM OT TBOUX
npy3eid. Jlydiiie yTOUHM y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (ailibl;

8. [Tocne okoH4YaHUsT pabOTHl Ha TOYTOBOM CEPBHUCE MEPE]] 3aKPHITHEM BKJIAJIKU C CAUTOM HE
320y HaxkaTh Ha "Berittu".

KuGepOymuHT nian BUPTyalIbHOE H3/I€BATEIECTBO

KuGepOymnuHr - mpeciieqoBaHne COOOMICHUSIMH, COACPKAIIMMHI OCKOPOJIECHUS, arpeccHio,
3allyTUBaHUE; XYJIUTAHCTBO, CONHAJIbHOC OOMKOTUPOBAHUE C TIOMOIINBIO Pa3JINIHBIX
UHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 00pHOE ¢ KHOEPOYIIITMHIOM:

1. He Opocaiics B 60ii. JIyumuit crioco0: MOCOBETOBATHCS KakK ce0sl BECTH H, €CIIM HET TOTO0, K
KOMY MOXHO OOpaTUThCS, TO BHAUYaJe YCIOKOWThCSA. EciM Thl HAaYyHENIb OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJICHHUSI, TO TOJBKO eIie OOJIbIIe Pa30XIKEIIh KOH(DIIHUKT;,

2. Ynpasisiii cBoel kubeppemyTamei;

3. AunonumHOCT, B cetu MHHUMas. CylIecTBYIOT CHOCOOBI BBIACHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM,;

4. He crout BecTu XyJIUTaHCKUI 00pa3 BUPTyaIbHOM XU3HU. IHTEpHET PUKCHUPYET BCE TBOU
JNEUCTBUS M COXpaHSET UX. Y AAUTh UX OyJeT KpailHe 3aTpyIHUTEIBHO;



5. Cobmroiaii CBOM BUPTYaJIBHYIO YECTh CMOJIOAY;

6. Urnopupyit enuununblii HeratuB. OMHOPA30BBIE OCKOPOUTEIBHBIE COOOIICHUS TydIle
UrHOpHpoBaTh. OOBIYHO arpeccusi MpeKpamiaeTcs Ha Ha4albHOW CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B COIIMAIBHBIX
CEeTSAX €CTh BO3MOXXHOCTh OJIOKHPOBKH OTIIPABKH COOOIIEHUH C OTPEICIICHHBIX aIpECOB;

8. Ecam Te cBugerens kubOepOysumHra. TBOM  JOEHCTBHUS: BBICTYNIUTH MPOTHB
npecneaoBaress, Moka3arb €My, 4TO €ro JCHCTBHUS OIEHUBAIOTCA HETATWBHO, MOJAJIEPKAThH
KEPTBY, KOTOPOM HY)KHA IICHXOJOTHYECKas MOMOIIb, COOOIIUTH B3POCHBIM O (haKTe
arpecCUBHOTO TIOBEJICHUS B CETH.

MoOwibHBIN TenehoH

CoBpeMeHHBIE CMapT(HOHBI U TUTAHIICTHI COIEPKAT B ce0e BIOJTHE B3POCIIbIA (DYHKIIMOHANT, U
Ternepb OHM MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KoMmmbioTepaMu. OJHAKO, CPEACTB
3aIUTHI )11 OJOOHBIX YCTPOUMCTB MOKA OY€Hb Majo. TecTHpOBaHHE U MOUCK yS3BHUMOCTEH
B HUX MPOMCXOJNUT HE TaK MHTEHCHBHO, Kak s [1K, To ke camoe kacaeTcsi 1 MOOMIIbHBIX
IIPUIIOKECHUN.

CoBpeMeHHBIE MOOWJIBHBIC Opay3epbl YKe MpPaKTUYeCKH JOTHAJIM HACTOJIHBIC aHAJIOTH,
OJIHAKO pacimupeHue (QyHKIMOHAIa BJIEUET 3a COO0OH OONBIIYIO CI0KHOCTh W MEHBIIYIO

3aIIHUIIEHHOCTb.

I[aJ'ICKO HC BCC IMPOU3BOAMTCIN BBIITYCKAIOT O6HOBJ’I€HI/IH, 3aKpPbIBAIOIMIUE KPUTHUUCCKUC
YA3BUMOCTHU JJI1 CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JIJIsT O€30MTAaCHOCTH MOOHMIIBHOTO Telie(poHa:

1. Huyero He siBisieTCs IIO-HACTOAIICMY OecCIUIaTHBIM. BYI[B OCTOPOIKCH, BCAb KOI'da Tebe
nperararoT OecCIuTaTHBIN KOHTCHT, B HCM MOT'yT OBITH CKPBITBI KaKHUC-TO IVIATHBIC YCIIYTH,

2. dymaii, mpexze ueM oTnpaButbh SMS, ¢oTo nian Buaeo. Thl TOYHO 3HACIIB, T1€ OHU OYIyT
B KOHEYHOM UTOre?

3. HeoOxo1umMo OOHOBIISATH ONEPAMOHHYIO CUCTEMY TBOEIO CMapT(OHa;
4. Vcrionb3yil aHTUBUPYCHBIE TIPOTPAMMBI JJIsl MOOMJIBHBIX TEIC(POHOB;

5. He 3arpyxaii mpuiOXeHUs OT HEU3BECTHOTO MCTOYHUKA, BEAb OHM MOTYT COAEpXkKaTb
BPEIOHOCHOE MPOrpaMMHOE oOecrieueHue;

6. Ilocne Toro kKak Thl BBIWJCIIb C CaiiTa, TJe BBOIWI JIMUYHYIO HH(OpPMAIMIO, 3aiiiu B
HACTpOIKM Opay3epa u yaainu cookies;

7. Ilepnoanyecku IpOBEPsI KAKUE TUIATHBIE YCIIYT'M aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBaii cBOif HOMEp MOOMIIBLHOTO TeJIe(pOHA TOJIBKO JIOSM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEPSCIIIb;



9. Bluetooth momkeH OBITH BBIKJIFOUEH, KOTJIa THI UM HE TOJIb3yenibcs. He 3a0biBaii mHOTIQ
MIPOBEPSITH ITO.

Online urpst

CoBpemMeHHBIE  OHJIAWH-UTPBI - OTO  KpPAaCOUYHbIE, 3aXBaThIBAIOLINE pa3BIICUCHHS,
OOBEANHSIONINE COTHU THICAY YENIOBEK MO BceMy Mupy. Urpoku ucciaenyioT JaHHBIA UM
MUp, OOLIAIOTCS JAPYr C JPYrOM, BBIMONHSIOT 3aJaHHs, CPAKAIOTCI C MOHCTpaMH U
MOJYYaroT OMBIT. 32 YJOBOJBCTBUE OHM IUIATAT: MOKYHAOT AWUCK, OIUIAYMBAIOT a0OHEMEHT
WK IproOpeTaroT KaKue-TO OIMIUH.

Bce a1u cpeactBa uayT Ha moaaep;KaHuEe W Pa3BUTHE UTPHI, @ TAKXKE Ha caMy 0€30MacHOCTD:
COBEPILEHCTBYIOTCS CHCTEMbl AaBTOPU3ALIMHU, BBIMYCKAIOTCA HOBBIE mNaT4u (IU(PPOBHIE

3aIlJIaTKU AJIs IPOrPaMM), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX Hurpax CTouT OoIacaTbCAa HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXH TBOCTO
napoJjisi, Ha KOTOPOM OCHOBAHA CUCTEMaA aBTOPU3allUN OOJIBIINHCTBA urp.

OCHOBHBIE COBETHI 110 0E€30I1aCHOCTH TBOET'O HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeAeT ceOs MIoXo Wik co3AaeT Tede HeMPUATHOCTH, 3a0JOKUpPYH ero
B CIIHCKE UTPOKOB;

2. Tloxamy¥css aIMUHUACTPATOPAaM UTPHI Ha IJIOXO€ TMOBEIEHUE TOTO UTPOKA, KEIATEIHHO
MPWIOKUTH KAKUE-TO JI0KAa3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3biBail 1uuHy0 HHQOpMaIio B mpogaiiie Urpbl;
4. YBaxall Apyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBait HeopuImaabHbIC TATYH U MOJIBI;

6. Vcrionb3yil CI0KHBIE U pa3HbIE MapOIIy;

7. Jaxxe BO BpeMs WIpPhl HE CTOUT OTKIIOYaTh aHTUBHpYyC. [loka Tel Wrpaems, TBOM
KOMIIBIOTEP MOTYT 3apa3HTh.

dumuHr 1M Kpaxxa JIMYHbIX JaHHbIX

OOBIYHOM KpaXkeil JICHET U JTOKYMEHTOB CEroJHs YK€ HUKOI'O HE yJIMBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3J0OYMBILUICHHUKA TEPEMECTHUIMCh B HHTEPHET, M IPOJIOJIKAIOT
3aHUMAaThCA "MIOOUMBIM" JIeIIoM.

Tak mnosiBWIach HOBasi yrpo3a: MHTEpHET-MOILIEHHUYECTBA WM (DUINUHT, TJIaBHas LElb
KOTOPOT'O COCTOMUT B MOJYYEHUU KOHPUIACHIMAIBHBIX JaHHBIX MOJIb30BaTENICH - JJOTUHOB U
naposieit. Ha anrnmiickom s3bike phishing uutaercst kak ¢ummar (ot fishing - pbioHas
JIOBJIs1, password - TapoJib).

OcHOBHBIE COBETHI 10 0OPHOE C PUIIUHTOM:



1. CJ'IC,I[I/I 3da CBOMM AKKAayHTOM. Ecau o1 Imoa03peBacilb, YTO TBOSA aHKETA ObLIa B3JIOMaHa,
TO HGO6XOI[I/IMO 336HOKI/IpOBaTB cC C006H_[I/ITL AIMUHUCTpATOpAM peCypca 00 3TOM Kak
MOXKHO CKOpPCE;

2. HCHOJ’IB3y1>i Oe3omacHbIe B€6-C3ﬁTBI, B TOM YHUCJIC, MHTCPHCT-MAra3uHOB W ITOUCKOBBLIX
CHCTCM,

3. Hcnonb3yil CIIOXHBIE W pa3Hble Maposir. TakuM oOpa3oMm, eciau TeOs B3JIOMAlOT, TO
3JI0YMBIIUJIEHHUKH TOJy4YaT AOCTYI TOJBKO K OJHOMY TBOeMY MPOQUIIIO0 B CETHU, a HE KO
BCEM,;

4. Ecnu Tebst B3nOManu, TO HEOOXOAMMO MPEIyNpPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC
noGaBieHbl y TeOs B IPY3bsiX, O TOM, YTO T€Osl B3JIOMalIM U, BOZMOXKHO, OT TBOETO UMEHHU
OyZeT pacchliaThCsl ClIaM U CChUIKU Ha (DUIIMHIOBBIE CANThI;

5. YcranoBu Hagexubii mapoisb (PIN) Ha MoOUIBHBINM TeneoH;
6. OTKIIFOYM COXpaHEHHUE TapoJis B Opaysepe;

7. He oTkpeiBaii (hailsibl M IPyTHE BIOKEHUS B IMHChMaX JIa)K€ €CIM OHM MPHUILTH OT TBOUX
npy3eit. Jlydiie yTouHH y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (pailibl.

[Mu¢posast penyrauus

[Mu¢poBast penyrauus - 3TO HEraTMBHAas WM IO3UTHMBHAs HMH(OpMauus B ceTd o Tebe.
Komnpomerupyromas nHpopMalus pa3MellieHHas B MHTEPHETE MOKET CEPbe3HbIM 00pa3oM
OTpa3uThcsd Ha TBOeH peanbHOM >xu3HU. "lludpomas penyramus" - 3TO TBOM HMHIIK,
KOTOpBIN popmupyeTcst U3 HHPopMauu o Tebe B UHTEPHETE.

TBoe mecTo KHUTCIbCTBA, yqe6131, TBOC (I)I/IHEIHCOBOG ITOJIOKCHHUC, 0COOCHHOCTH XapakTepa u
pacCKa3bl O OJIM3KHUX - BCE ATO HAKAILIMBACTCS B CCTH.

MHorue mnoJIpOCTKH JIETKOMBICIICHHO OTHOCSTCS K MyOJUKaIlMu JMYHOW HMH(pOpManuu B
WNHuTepHeTe, HE MOHUMAs BO3MOXKHBIX MOCHIENCTBHM. ThI 1ake HE CMOXKEIIb JOTaIaThCsl O
TOM, 4TO (poTorpadusi, pa3MelIeHHas S5 JeT Ha3a/l, cTaja MPUYMHOM OTKa3a MPUHSITH TEOs Ha
pabory.

KommenTapuu, pasmenienue TBoux (otorpaduil u npyrue JeHCTBUS MOTYT HE MCUE3HYTh
JakKe TOoCJe TOTO, KaK Thl UX yJaiduiib. Thl HE 3HACIIb, KTO COXPAHWI 3Ty MH(OPMAIHUIO,
[I0T1aJIa JIM OHA B IIOMCKOBBIC CHUCTEMBI U COXPAHUJIACh JIM OHA, a TJIABHOE: 4YTO MOJYMAIOT O
TeOe OKpY’Karollee JIFOIU, KOTOPhIe HAWAYT U YBUIAT 3TO0. Haiitu nHopmammio MHOTO JeT
CIYCTS CMOXXET JIO0OW - Kak M3 JOOphIX MOOYXKIEHWH, TaK M ¢ HaMEPCHHEM NPUYMHHUTH
BpeI. DTO MOXKET OBITh KTO YTOIHO.

OcHoBHbBIE COBETHI 1O 3aIIUTe UGPOBOM peryTaIiu:

1. Tlogymaii, mpexae yeM uTO-TO IMyOJUMKOBaTh W IepedaBaTh y ceOs B Ojore uiau B
COILIMAILHOM CETH;

2. B nacrtpoiikax npoduis yCTaHOBH OTpPAaHHYEHHs Ha MPOCMOTP TBOETO MPOQPHIISL U €ro
COJIEPKUMOT O, CAENAN ero ToJAbKO "1t apy3ei';



3. He pa3memnaii 1 He yka3biBail HHGOPMAIIHIO, KOTOpas MOXKET KOTO-TH00 OCKOPOIISITh WITH
00MXKaTh.

ABTOpCKOE ITpaBo

CoBpeMeHHbBIE IIKOJbHUKHM - aKTHBHBIC IMOJIb30BaTENIM IIUGPOBOro mpoctpancTtBa. OaHAKO
JAJIEKO HE BCE 3HAIOT, YTO II0JIb30BAHME MHOTMMH BO3MOXHOCTAMHU ITM(POBOrO MHUpA
TpeOyeT COOIFOACHUS TTPaB HAa MHTEIUICKTYJIbHYIO COOCTBEHHOCTb.

Tepmun "WHTENIEKTyanbHAass COOCTBEHHOCTH' OTHOCHUTCS K PAa3jIUYHBIM TBOPECHUSM
YEeJIIOBEYECKOr0 yMa, HA4yMHAas C HOBBIX M300pETeHH W 3HAKOB, OO0O03HAYAIOLIUX
COOCTBEHHOCTh Ha TPOAYKTHl M YCIyI'HW, W 3aKaHyuBas KHUTamH, (oTorpadusimu,
KMHO(UIBMAaMHU M MY3bIKaJIbHBIMU [TPOU3BEACHHUSIMH.

ABTOpCKHE TIpaBa - 3TO MpaBa HA WHTEIUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha MPOW3BEICHUS
HayKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKUE IIPaBa BBICTYIAIOT B KAUYE€CTBE TApAHTUH TOTO,
YTO MHTEJUIEKTYaJbHBII/TBOPUECKU Tpya aBTopa HE OyJIeT HampacHbIM, JacT €My
CIpaBeIJUBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yjbTaTax CBOEro TpyJAa, IOIYYHUTh
U3BECTHOCTh M Npu3HaHue. HukTo 6e3 paspelieHus aBTopa HE MOXKET BOCIIPOU3BOAUTH €r0
IPOU3BEICHUE, PACIPOCTPAHATD, IyOJNYHO IEMOHCTPUPOBATD, IPOJIaBATh, UMIIOPTHUPOBATH,
MyCKaTh B IPOKAT, MyOJIMYHO UCTIOIHSTH, IOKA3bIBATH/HCTIONHITH B AUPE WU pa3MeIaTh B
WNutepnere.

Hcnons3oBanue "HI/IpaTCKOFO" nporpaMMHOIO 00eCIeYCHUSI MOKET IMPUBECTU K MHOI'MUM
pUCKaM: OT IMOTCPU JAHHBIX K TBOMM AKKayHTaM 0 6J'IOKI/IpOBKI/I TBOCTO YCTpOﬁCTBa, rac
YCTAHOBJICHA HECJICTAaJIbHAasA IIporpamMma. He crout Taxxke 3a6bIBaTB, 4dTO CYWICCTBYIOT
JIerajibHbIC U OeCIIaTHBIE nporpaMmbl, KOTOPBIEC MOXKHO HaWTH B CETH.

O nopraite

CereBUUOK.p( - TBOU IIaBHBIA COBETUYMK B CETU. 3/1€Ch Thl MOXKEIIb yY3HATh O 0€30M1aCHOCTU
B CETH IMOHSATHBIM U JOCTYNHBIM SI3bIKOM, @ IMPU BO3HUKHOBEHHHM KPUTHUYECKOW CHUTYyallUU
0o0paTHUTHCS 32 COBETOM. A Tak)Ke MPHUHSTH Y4acTHE B KOHKYpPCax M CTaTh CAMbIM ITU(POBBIM
rpakJlaHUHOM !



